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ASSYST ITOM OVERVIEW

assyst ITOM is an enterprise solution for Network Discovery and Inventory Management, Endpoint
Management, Software Asset Management and Performing Monitoring Capabilities.

Version: 5

assyst ITOM the application is installed on Windows Platform.

« Hardware & Software Discovery + Software Distribution + System Performance
« Custom Inventory + Install Blocking * Threshold Management
- Software Normalization » Patch Management + DNynamir Raselining
+ Software Blacklisting + Script D_eployment . Alam M_anagement &
« Software Compliance Management & Reporting + OS Re-imaging Notifications )
« Software Metering » Power Management + Synthetic Transactions
« Product Key Management * Remote Control + Application Performance
- Application Discovery & Dependency Mapping + IT Automation Tasks Monitoring
+ Managing Missing Assets + Process Flow + Business Service Maps
+ Network Topclogy Mapping + IT Policy Management + Capacity Planning
» Managing USB Ports «+ Critical Task Monitoring
"\ Business Value Reporting
g = N 5 3
ITOM Gateway

Hardware & Software Asset Management

P

Endpoint Management

Performance & Monitoring

KEY BENEFITS

assyst ITOM is an enterprise solution which enables organizations to:

Reduce IT costs by aligning the purchasing of hardware and software with business demand.
Improve ROI of IT by maximizing the utilization of assets.

Avoid license fines.

Mitigate Software Security Risks & Avoid Breaches.
Minimize the risk and costs of unplanned IT service outages and downtime.
Ensure efficient service delivery by integrating with ITSM.

One of the key benefits of integrating assyst ITOM with Secrets Manager is that it provides a secure

solution in which any privileged IT account(s) required by assyst ITOM are managed by CyberArk, which

is specifically designed to protect data residing in business systems by eliminating hard-coded

credentials from application scripts, configuration files and software code.

Several of our customers and prospects are already using CyberArk to help them adhere to their IT
security policies for privileged IT accounts. Any application running within their IT environment which
utilizes and/or stores privileged access accounts must be integrated with or managed by CyberArk.




As an IT Operations solution, assyst ITOM requires credentials which are classified as privileged
accounts. Therefore, to be considered as a viable option for our customers and prospects Axios must
integrate with CyberArk.

The integration will address the needs of the following roles within an organization:

e |IT Security Mangers who must ensure that applications running within their organization which
utilize or store privileged accounts are run and maintained in accordance with their IT security
policies.

¢ assyst ITOM Administrators and users who routinely need to access assyst ITOM to maintain
the system or perform their day-to-day operations.

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION

assyst ITOM assyst ITOM Plugin CyberArk

Data Collector REST API
REST Interface

Password
Vault

Based on the configuration, this
will either use CyberArk REST-
API interface or LCP

Agent
REST

Web-
Service

| 4
Windows Linux/MAC
Agent Agent

SECRETS MANAGER INTEGRATION

LCP

assyst ITOM is typically made up of a central application server, one or more probe servers for remote
sites, and a separate database server. assyst ITOM can be installed on premise or in SaaS. Where the
SaaS model is concerned, the central application server and Database server are in the cloud and the
local collector (probe servers) are installed on the customers’ environment.

Axios has developed a plugin for CyberArk. The plugin’s REST interface is a common interface for all the
password vaults including CyberArk. The plugin queries CyberArk using CyberArk’s REST APl or LCP based
on the configuration and retrieves username and password from vault. Various assyst ITOM features
which require credential information leverage the plugin’s REST interface. The plugin runs as a



standalone application which can be installed on any server as long as it has network connectivity to the
assyst ITOM Server. The plugins’ web-services need to be allowed access from firewalls.

CREDENTIAL RETRIEVAL

There are various features in assyst ITOM which require credential information. For example, when an
activity such as discovery or software deployment is triggered, it will leverage assyst ITOM plugin’s LCP
configuration or REST interface. These types of IT Automation activities can be run on demand by the
end user or on a scheduled basis.

The required credential information is queried runtime from vault and the memory buffers are cleared
after using this. None of the passwords will be stored in a local database.

assyst ITOM’s agents (Windows, Linux and MAC) communicate to the ITOM server using a REST API. If
any credential information is required by an agent, the communicating web service will leverage the
CyberArk’s plugin’s web services.

Agents don’t communicate to a plugin API rather; it will continue to communicate its conventional REST
APIs. These conventional APIs will be responsible for obtaining the required information from the
CyberArk Vault by talking to the CyberArk plugin’s APIs.

SECRETS MANAGER INSTALLATION

This integration supports both the local & central provider Secrets Manager providers. Refer to the
“Credential Provider and ASCP Implementation Guide” or “Central Credential Provider Implementation
Guide” for CyberArk Agent based installation and configuration.

The following steps are required:

1. Enable the Password Vault from the assyst ITOM application.

2. Install the ‘assyst ITOM Password Vault Manager’ plugin on a server which has network. connectivity
to the CyberArk Secrets Manager Server.

3. Configure Password Vault Configuration in assyst ITOM.

4. Configure corresponding profiles in assyst ITOM.

1. Enable the Password Vault from the ITOM application Ul:
¢ |nassyst ITOM, navigate to Settings > Advanced System Settings > Global Settings.
e Search for ‘Password Vault Integration’.



119 13.09.49 1ST Evaluation period expires on 26/4/2019

a SSySt Home Foult Performance IT Automation Inventory Reports Settings

Giobal Settings
password Search  Clear

Setting Key Setting Value
Change the text string in the logn page for forgot password Forgot Password

Enable Display of Password Strength 1

Enable/Disable change passwort option for users 0

Enable/Disable Detault Password 0

Enable/Disable password reset Feature o

Forang the users to change the passwords during the first login [

One Time Password Audtt Log Detals Purgng 30

Password change and unicok account audit log detals purging 90

Password to access Sapphire WS Z2V2VIhVUEWUmMIrOEStSnQdTFBTISUGCOPVITQVBQX2M=
Password Vault infegration 1

Port for password resatting 635

Preferences Password Policy Please contact your admin 1o’ the password policy

SMTP password CWIIEDNVYVVILZNVSmNNSKp 1c002NS9 16INIQVF 1SVh0OGEDZZRPVITQVBQXZEZ
WNC Password Z2V2VIhVUEWUMINCESISAROATFBTJIBUGCOPVITQVEQXZM=

[ ] Enable the setting key to 1.

Evaluation period|

Home Fault Performance 1T Autormation Inventory Repons Settings

Setting Key Name = Password Vault integration

Setting Value | 1. Number

Password Vault imtegrasion for password
Description | retraval, 0 - Disabie 1 - Enable

[ Update | Cancel |

[ ] Select Update.

Evaluation p

Home Fault Parformance T Automation Inventory Reports Settings

Global Settings
Setting Key Name = Password Vaull mtegration
Setting Value |1 | Numper
Password Vault integration for password
Description | retraval, 0 - Disabée 1 - Enable
[ ] Anew icon Password Vault Integration will be visible on the settings page:
Advanced System Settings

o & e o ] E

Global Settings. Customize Appearance Product License Usage SMTP Settings Proxy Settings. About
=n ) (a)
!“E”ii E, & Vel !

Database Maintenance Mobile Widgets Jump Hosts Encryption Keys ‘Password Vault Integration

[ ] This concludes enabling the Password Vault from the ITOM application Ul.



2. Install the assyst ITOM Password Vault Manager plugin:
¢ Right Select on Password_Vault_Manager_5.0 plugin.
¢ Select Run as Administrator.

Open

Run as administrator

Ope .i‘rulth Code
Troubleshoot compatibility
Edit with Notepad ++

Scan for Viruses..,

Share with
Open with TextPad

TortoiseSVYN

Add to archive..,

Add to "Password_Vault_Manager-5.0-v1.0-Setup.rar”

Compress and email...

Compress to "Password_Vault_Manager-5.0-v1.0-Setup.rar” and email

Restore previous versions

Install Password Vault Manager 2

@ This will install Password Yault Manager on your computer. Continue?

Yes ; No

e Select Yes.



Password Vault Manager Setup

Welcome to the InstallJammer Wizard for
Password Yault Manager

This will install Password Yault Manager version 5.0-v1.0
on your computer.

It is recommended that you close all other applications
before continuing.

Click Next to continue or Cancel to exit Setup.

¢ Select Next.

Password Vault Manager Setup
IMS Server Web Portal Details

This will configure the Password Yault Manager with management server web portal
details

Application Server 172.16.8.120 Port 8038

Web Context Name assystITAM

[T]ssL

The Application Server details required for Password Vault Manager configuration

InstallJammer

[ < Back H Next > ][ Cancel ]

¢ Select Next.
¢ Configure Server Web Portal details as required and Select Next.



Password Vault Manager Setup
IMS Server Web Portal Details

This will configure the Password Yault Manager with management server web portal
details

Application Server 172.16.8.120 Part 8088|
Web Context Name assystITAM

[[]ssL

The Application Server details required for Password Vault Manager configuration

InstallJammer

] [ < Back J[ Next > ][ Cancel ]

e Configure Web Portal Port Configuration details as required.
e Select Next.

Password Vault Manager Setup

Password Yault Manager Web Portal Port
Configuration

Specify the port for running Password Yault Manager Web
Portal

Port |8087|

NOTE: The port should be in the range 1025-6553S or
8080,

e Select Finish.



Password Vault Manager Setup

InstallJammer Wizard Complete

The Installdammer Wizard has successfully installed
Password Vault Manager, Click Finish to exit the wizard.

e Onceitisinstalled it will create a Service called ‘Password Vault Manager’.

" Services =3 EcR =]
File Action View Help
G| ez Hml »enmn
/. Services (Local) :& mw i
Password Vault Manager Name - Description  Status Starty * ‘
+ Parental Controls This service ... Mant
Stop the service Paxsword Vault Manager PasswordV.. Started Auto
it iRl Peer Name Resolution Prbocol Enabl M
4 Peer Name Resolution Pribcol nables serv... ant
# Peer Networking Grouping Enables mul... Manu
Description: i, Peer Networking Identity Manager Provides ide... Mant
Password Vadlt Maniger efvice J Performance Counter DLL Host Enables rem.. Mant
& Performance Logs & Alerts Performanc... Mant
%% Plug and Play Enablesac.. Started  Autol
« PnP-XIP Bus Enumerator The PnP-X... Mant | ‘
4 PNRP Machine Name Publication Service  This service ... Many |
< Portable Device Enumerator Service Enforces gr... Mant
% Power Managesp.. Started  Autor
+ Print Spooler Loads files t... Started Autor
Problem Reports and Solutions Control Pa... This service ... Manu
+ Program Compatibility Assistant Service This service ... Started Autor
Protected Storage Provides pr. Mant
< Quality Windows Audio Video Experience  Quality Win... Mant
Remote Access Auto Connection Manager ~ Creates a co... Mant
% Remote Access Connection Manager Manages di... Mant
+ Remote Desktop Configuration Remote Des... Started Mant ~ |
« m v
\ Extended / Standard / |

e This concludes Installing the ‘assyst ITOM Password Vault Manager’ plugin.

The next step is only required if the customer is using the local credential provider assyst ITOM
Password Vault Manager console. If the customer is using the local credential provider, the JAR File will
need to be uploaded.

The JAR File comes from Secrets Manager local credential provider installation.
The JAR File connects to CyberArk vault to retrieve information (this is for security).

e Open an internet browser.



o Enter the IP address or hostname of the server where the Password Vault Manager
plugin has been installed following by “/PasswordVault/”.
For example: 172.16.8.180.8087/PasswordVault/
[ ] Enter the username and password:
o Default credentials are “admin’/’admin”.
o We strongly recommend that these are changed after plugin install.

Welcome to PasswordVault

xadmin

Password

=

[ ] Once authenticated this will bring you to the console where was can upload the JAR file:

Wed Mar 27 2019 16:14:36

Password Vault Management

Java SDK JarUpload Health Metrics
Status : UP Memory that the JVM is currently using (MB) - 1072
Rl \0 fle chosen @ ] Total Disk Space (MB) 163499 Memory that's available to the JVM (MB) - 768
. Available (MB) 73011 Number of Processors = 4
m Threshold (MB) . 10 System uptime (Sec) . 1166
Application context uptime (Sec) : 1037

Re-load Configuration : Heap Dump : Log file :

[ ] From the Java SDK JarUpload section select Choose File.

[ ] Located the JavaPasswordsSDK.JAR file from the Secrets Manager local provider folder.
[ ] Select Open.

[ ] Then select Upload.

3 SapphireiMs X | 3 sapphireiMs X 3 Passwora Vault x + - o X
€ C @ Notsecure | 172.16.8.180:8087/PasswordVault/fileUpload * @0 g @
) svacocebxample [ PassworavautSignin @ SAASTesting @ Angular Material - De D) using Fusioncrantsw.. [ Cresting An interact € Google Sign-in for A € OpeniD Connect | G Emulato »

Wed Mar 27 2019 16:15:02

Password Vault Management

Java SDK JarUpload Health Metrics
Status : UP Memory that the JVM is currently using (MB) - 1074
Successfully uploaded jor fle Total Disk Space (MB) - 153499 Memory that's available to the JVM (MB) - 694
Avalilable (MB) 73011 Number of Processors 4
Choose File N fie chosen Threshold (MB) : 10 System uptime (Sec) - 1608

Application context uptime (Sec) - 1488

:

Re-load Configuration : Heap Dump : Log file :

[ ] You will see a message to confirm the upload was successful.
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3. Configure Password Vault Configuration:
e |nITOM, navigate to Settings > Advanced System Settings > Password Vault
Integration.

¢ Select Password Vault Configuration.

e Configure as required:
o Enter the hostname of IP address of the Server where the plugin is installed.
o Enter the port number.
o If https was enabled during install of plugin, check https.
o The Authentication Key or Authentication Token can be entered manually, or

you can select the Generate button.

Evaluation period expi

Ax Apil 12, 2019 13:27-01 IST
a SSySt Home Fauit Performance IT Automation Inventory Reports Settings

Password Vault  Passwo'd Vault Configuration

1P Address/Host Name | 172 16.8.180

Port | 8080
htps [
Authentication Key [ 167ca53¢-6400-44cH-3bab-8c989203463 [ Generate |
Authentication Token | 20f8da8a-h231-4e56-aic1-23bb205215ed [ Generate |

APIType (@) ocal Credential Provider ) REST

ESE

e Select Save.
e Backin the PasswordVault, perform a Cong re-load so that the Authentication Key and

Authentication Token can be re-synced.
For example: 172.16.8.180.8087/PasswordVault/

S SapphireiMs x " SapphireiMs x ) Passwora Vault x 4 - o X
« C ON e | 172.168.180 * @0 9 @
| D) svacocebample [ Password vautt Sig @ sassTesting 1@ Angular Material - De Y Using FusionChart B cresting an intersct ¢ Google Sign-in for A ¢ Openid G Emutat
Password Vault Management M Mac 2.2 810 X logout
Java SDK JarUpload Health Metrics
Status : UF Memory that the JVM is currently using (MB) - 1074
Successily uploaded jor e Total Disk Space (MB) - 163499 Memory that's available to the JVM (MB) - 694
Available (MB) 73011 Number of Processors - 4
Choose File  No file chose Threshold (MB) : 10 System uptime (Sec) - 1608

N Application context uptime (Sec) - 1488
"3

Re-load Configuration : Heap Dump : [ Heap Dump | Log file :

4. Configure corresponding profiles in the assyst ITOM.
Note: Profiles in the CyberArk vault will need to be referenced as part of this activity.
¢ Navigate to Settings > Advanced System Settings > Password Vault Integration >

Password Vault.

11



Evaluation period expires on 26142019 [Last Login: Apeil 12, 2019 12:43:03 IST] [Administrator] Product Health | Preferences | Logout

assyst

| | passworavaut. | Passwors vaut Contguraticn = % % ]
| Add ] Deleto | Profle Name Search
L] Profie Name ~ Descripson safe Ooject Folder AudtLog
WYSQL Prosie Avos_dev WySOLI oat a
1 | SMIP Confgurabon Asos_dev QutooKTast123 ront a
Windows Discovery 11.11 Aaos_AssystITOM 1111 Discovery [TOM oot a
Page [1 | ot > Exel Displaying Password Vaut protéets) 1 - 3.of 3

e Select Add.
e Populate the required details accordingly:
o Safe, Object and Folder details should reflect those configured in the CyberArk
Vault.
o Folder will be root by default unless the Profile in CyberArk vault has been saved
elsewhere.

il 12, 201913324818 Evaluation period expi

a S Sy S t Home Fault Performance 1T Automanion Inventory Reports

Password Vauit

Profile Name * ; Windows Discovery 11.11

Description
| |
250 characters remaining

Time Out* |

Safe *
Object* | 11.11 Discovery ITOM
Folder* | root

| Sove | Cancel ]

e Select Save.

¢ Now create a standard discovery profile in ITOM. This is the first step required when
discovery any devices or applications in ITOM i.e. setting up the credentials which will
be used during the network scan process.

¢ Navigate to Settings > Asset and Inventory Management > Profile Manager.

e Select Add.

e Configure as required, selecting the corresponding profile in CyberArk from the
Password Vault drop down.

Evaluation period expires on 26/42019 [Last Login: Apeil 12, 2019 12:43:03 1ST] [Administrator] Product Health | Preferences | Logout

SN Profile Manager

SN
Credential Name Oiscovery 11.11
Profile Type: Device
Credential Type [ v

Windows 96 Profie

Password Vault Windows Discovery 11.11 v &3 Add new Profie
Scope: @ Domain Local
Domain WORKGROUP | & Add New Domain

i see X Cance

¢ Populate as required.
e Select Save.

12



SECRETS MANAGER CONFIGURATION

The following sections provide details on assyst ITOM configuration with CyberArk Secrets Manager.

DEFINING THE APPLICATION ID (APPID) AND AUTHENTICATION DETAILS

To define the application, define it manually through the CyberArk Password Vault Web Access (PVWA)
interface:

[ ] Login as user allowed to manage applications (it requires Manage Users authorization)
[ ] Inthe Applications tab, click Add Application. The Add Application page appears.

Add Application X/ ]

Name: Axios_assystitom

Description:

Business owner
First Name:

Last Name:

Email:

Phone:
Location: '\ v
|| Access Permitted:  From: v | To: v

|| Expiration Date: )
L) Disabled

Add || cancel |

[] InITOM, navigate to Settings > Advance System Settings > Password Vault Integration.

e On the right-hand side, select settings and populate the App ID to reflect that which was
configured in CyberArk.

Password Vault

w00 [Axos assystiom |

COEo

e Select Update.

[] Specify the following information:

13



¢ Inthe Name box, specify the unique name (ID) of the application. The recommended
Application ID for this integration is: Axios_assystitom

¢ Inthe Description box, specify a short description of the application that will help you
identify it.

¢ Inthe Business owner section, specify contact information about the application’s business
owner.

¢ Inthe Location box, specify the location of the application in the Vault hierarchy. If a
location is not selected, the application will be added in the same location as the user who is
creating this application.

[ ] Click Add. The application is added and is displayed in the Application Details page.

E\Back mfdlt ﬁDelete ﬁ:AddAppll(atlun E}‘:Addg’UpdateApph:anons E—]Customlze
Application Details: Axios_assystitom

Authentication || Allowed Machines

Application Id: Axios_assystitom
Description: ‘@ Add ~
Business Owner: 0S user Info
Business Qwner's
Phone: Path
Business Owner's Hash
Email Certificate Serial Number
Location: \
Access Permitted: None
Expiration Date: None
Disabled: No
Page 1lof1 f;' No authentications to display

Allow extended authentication restrictions. This requires Provider/s upgrade for this application.

Use credential file authentication

[ ] Check the Allowing extended authentication restrictions box. This enables you to specify an
unlimited number of machines and Windows domain OS users for a single application.

[ ] Specify the application’s Authentication details. This information enables the Credential
Provider to check certain application characteristics before retrieving the application password.

[ ] Inthe Authentication tab, click Add. A drop-down list of authentication characteristics is
displayed.

[ ] Select the authentication characteristic to specify.
[ ] Select OS user. The Add Operating System User Authentication window appears.

Add Operating System User Authentication *

05 User: [

Add | Cancel I

[ ] Specify the name of the OS user who will run the application, then click Add. The OS user is
listed in the Authentication tab.

14



[] Select Path. The Add Path Authentication window appears.

Add Path Authentication ¥

Path:
Path is folder

Allow internal scripts to request credentials on behalf of this application ID

Add Cancel

[ ] Inthe Path box, specify the path where the application will run. To indicate that the specified
path is a folder, select Path is folder. To allow internal scripts to retrieve the application
password for this application, select Allow internal scripts to request credentials on behalf of
this application ID.

[ ] Click Add. The Path is added as an authentication characteristic with the information that you
specified.

[] Specify a hash:

e Run the AIMGetApplnfo utility to calculate the application’s unique hash. Copy the hash
value that is returned by the utility.

e Inthe PVWA, select Hash. The Add Hash window appears.

Add Hash Authentication *

Hash:

Add | Canicel i

..... . —_—

e Inthe Hash edit box, paste the application’s unique hash value, or secify multiple hash
values with a semi-colon. You can add additional information in a comment after each hash
value specified for an application by specifying ‘#’ after the hash value, followed by the

comment.
For example, OE883B70D5B6E3EE37D37198049C9507C8383DB6 #app2
Note: The comment must not include a colon or a semicolon.

e Click Add. The Hash is added as an authentication characteristic with the information that
you specified.

[] Specify the application’s Allowed Machines. This information enables the Credential Provider to
make sure that only applications that run from specified machines can access their passwords.

e Inthe Allowed Machines tab, click Add. The Add allowed machine window is displayed.

15



Add allowed machine »®

Address:

Audd Cancel

In the Address box, specify the IP/hostname/DNS of the machine where the application will
run and will request passwords, then click Add. The IP address is listed in the Allowed
Machines tab.

Make sure the servers allowed include all mid-tier servers or all endpoints where the Secrets
Manager Credential Providers were installed.

16



PROVISIONING ACCOUNTS AND SETTING PERMISSIONS FOR APPLICATION ACCESS

For the application to perform its functionality or tasks, the application must have access to particular
existing accounts, or new accounts to be provisioned in CyberArk Vault.

In the Password Safe, provision the privileged accounts that will be required by the application. You can
do this in either of the following ways:

e Manually — Add accounts manually one at a time, and specify all the account details.
e Automatically — Add multiple accounts automatically using the Password Upload feature.

For this step, you require the Add accounts authorization in the Password Safe.

For more information about adding and managing privileged accounts, refer to the Privileged Access
Security Implementation Guide.

Once the accounts are managed by CyberArk, make sure to setup the access to both the application and
CyberArk Application Password Providers serving the Application.

Add the Credential Provider and application users as members of the Password Safes where the
application passwords are stored. This can either be done manually in the Safes tab, or by specifying the
Safe names in the CSV file for adding multiple applications.

[ ] Add the Provider user as a Safe Member with the following authorizations:
e List accounts
e Retrieve accounts
o View Safe Members

Note: When installing multiple Providers for this integration, it is recommended to create a
group for them, and add the group to the Safe once with the above authorization.

17



Add Safe Member

Search: | | Search In: IVauIt j | Search ]
Selected Search: Vault

| Name | Business Email | Full Name |

I_ Access
l_ Use accounts
IT Retrisve accounts

IT List accounts

|_ Account Management

[T sSafe Management |
|_ Monitor
[T wview Audit leg
[V wiew Safe Members j
| Add l | Close |

[ ] Add the application (the APPID) as a Safe Member with the following authorizations:

e Retrieve accounts



Search: IaXi | Search In: |Vault . Search |
Selected Search: Display 1 result(s)

| Name | Business Emal | Full Name J
&'«, Axios_assystitom

[] Access
D Use accounts
Retrieve accounts
[] Lsst accounts

[] Account Management

[] safe Management

[] Monitor
[] view Audtt log
[] view Safe Members v

Axios_assystitom has been added.

:
3

[] If the Safe is configured for object level access, make sure that both the Provider user and the
application have access to the password(s) to retrieve.

For more information about configuring Safe Members, refer to the Privileged Access Security
Implementation Guide.

ASSYST ITOM INSTALLATION & INTEGRATION CONFIGURATION

Refer to assyst ITOM installation document for assyst ITOM installation.




April 12, 2019 16:24:59 IST

Home Fault Performance IT Automation Inventory Reports Settings

Password Vault

Profile Name * Windows Discovery 11.11

Description

250 characters remaining

Time Out* 2

Safe* | Avos_Assyst ITOM |

Object* | 11.11 Discovery ITOM |

Folder *

root |

[ Save | Cancel ]

Use Case 1 - Creating Windows Domain Account
Note: Profiles in the CyberArk vault will need to be referenced as part of this activity.

o Navigate to Settings > Advanced System Settings > Password Vault Integration > Password
Vault.

Aprl 12, 2019 133213 IST Evaluation period expires on 26/42019 [Last Login: Apil 12, 2019 12:43:03 1ST] [Administrator] Product Health| Pr

assyYSt eI

PasswordVaull. | Password Vault Configuration - s
["Add | Deleto | Profie Name Search
0 prose Name . Descripton safe Otject Folder AudtLog
MySOL Prosie Auios_dey MySOL180 oot a
SMTP Configuraton Avxios_dev OutiookTest123 root =
Windows Discovey 11.11 Anos_AssystITOM 11.11 Discovery ITOM oot a
Page 1 > Excal Displaying Password Vaut profiets) 1- 3ot 3

e Select Add.
e Populate the required details accordingly.
o Safe, Object and Folder details should reflect those configured in the CyberArk Vault.
o Folder will be root by default unless the Profile in CyberArk vault has been saved
elsewhere.

Apeit 12, 2019 13.32.48 1S Evaluation per|

a S SyS t Home Fault Performance IT Avtomanion Inventory Reports Settings

Password Vaull
Profile Name * | Windows Discovery 11.11

Description

250 characters remaining

Tmeout* [60 | @

Safe* | Awios_Assyst ITOM

Object* | 11.11 Discovery ITOM
Folder* | root

[ Save | Cancel |

e Select Save.
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Now cre

ate a standard discovery profile in ITOM. This is the first step required when discovery any

devices or applications in ITOM i.e. setting up the credentials which will be used during the network scan

process.

Navigate to Settings > Asset and Inventory Management > Profile Manager.

Select Add.
Configure as required, selecting the corresponding profile in CyberArk from the Password Vault

drop down.

Evaluation period expires on 2642019 [Last Login: Apeil 12, 2019 12:43:03 1ST] [Administrator] Product Health | Preferences | Logout

Profile Manager x

Credential Name: Discovery 11.11
Profile Type Device

| | Credeatal Type wht v
Windows 96 Profile
Password Vault Windows Discovery 11.11  |w {3 Add new Profie
Scope ® Doméin Local
Domain WORKGROUP 5] (O AddNewDoman

o sae X Cancet

Populate as required.
Select Save.

Now that the credential profile is created, we will setup a discovery scan in ITOM:

assyst

Navigate to Settings > Asset and Inventory Management > Discovery Profiles and Wizard >
Add.

Home | Feum | Peformance | ITAutomabon  Wvemtory | Repots | Seftiegs

Evaluation period expires on 26/472019 [Last Login: April 12, 2019 12:43:03 IT] [Administrator] Product Health| Preferences

Rulo Name : Discovery 172.16.11.11

Yoy Wt
_ For the network discovery, please chaose s Discavery Type from the following list and specify the dscovery range parameters for the chasen Discovery Type
Discovery Type: IPRange @ Speciic 1P CIDR Domain
Specic P Lt 2w v speciclp o
Q e X Cancel
e Configure Exclusion and DHCP Profiles if required.
e Select correct credential profile.
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Evaluation period expires on 26/4i2019 [Last Login: Aprl 12, 2019 12:43:03 IST] [Administrator] Product Health | Preferences | Logout

YS! T

e
C—

Rule Name : Discovery 172.16.11.11

The credentias specified in the Credential Profiles are used for discovering the nodes during discovery. New profiles can be added and one or mare profiles can be selected for the discovery The order of discovery can be specified from Advanced Settings

Scape
Note :In case of Domain Discovery Type using AD Discovery select LDAP profile along with Workstation profiles.

Exctuson Prosies

oHoP
Credential Profiles Discovery 1111 | @ AcdNewPromie  (gh Advanod Seftings.

Q Bax @ Net X Goncel

e Select Next.
e Select Once for the schedule.

Evaluation period expires on 26/4/2019 [Last Login: April 12, 2019 12:43:03 IST] [Administrator] Product Health | Preferences | Logou

assyst

Rule Name : Discovery 172.16.11.11

‘The specified configuration for the discovery can be saved as a Discovery Rule and different types of schedule can be specified for the discovery. The discovery can also scan for the presence of various running enterprise applications and vm servers.

Enable VM Discovery

Scheduler | Enable |

Hourly Daily Weekly Monthly & Ovce
Date 2016-04-1119:45 [
Priorty Normal |
Save Configuration As: Discovery 172.16.11.11

Q Bk | i Save | X Cancal

e Save Configuration using a unique name.

e Select Save.
o New devices will appear under Discovered Nodes.

Evaluation period expires on 26/42019 [Last Login: April 12, 2019 17:47:06 1ST) [Administrator] Proc

Inventory  Reports  Settings

Discovery Summary Resource Swiich Porl _Organization Unit _Compiance _ Installed Software _ Software Melering _ Virual Machine _ Topology Maps _ Application Discovery _ Change Logs.

Discovered Nodes | Discovery Status

B2 Advonced Search Organizaton Unt Tree [FiaShipped O ‘Search Fiter [Fost NameiP Addiess T [“Search | Clear Search ]
Host Name Status Inventory Time Dscovery Time Last Response Time Device Category Emor Description SchedulerInfo
WIN2003-DEMOO Moo 20190411 1951 20100411 1946 20180412 1746 Domain Controler -
BELNG Ve 2019-04-12 1347 20190306 16:11 20190412 17:47 Desktop - B
Page 1 oft T Exsl Displaying Discovered Node(s) 1- 2 of 2

Click here to perform Node Operation

Use Case 2 - Active Directory User Import

e InITOM Navigate to Settings > User Management > User Management > AD and LDAP
Authentication > LDAP Rule Configuration > Add.

e Configure the rule as required:
o Produce LDAP Rule Name.
o Credential Profile which corresponds with correct CyberArk Vault profile.
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o Hostname/IP Address of LDAP server.

Evaluation per

Home Fault Performance IT Automation Inventory Reports Settings

LDAP Rule Configuration
LDAP Rule
LDAP Rule Name® | User Import Rule

Job Processor | Local

Credential Profile Mapping
Credential Profile* Discovery 11.11

Host Name/IP Address® | WIN2003-DEMCO

Protocol and OS Configuration

ADSI
Protocol Type
* Loap
UNIX
Operating System
® Windows

AD-SapphirelMS Attribute Mapping
SetDefault  []

AD ATTRIBUTE SAPPHIREIMS FIELD

Display Name | Full Name
Mobile | «eiCHOOSE e
Office | Wing
Email | Email Address
City VYV Y S—
Employee 1D —Choose——

Telephone Number ~--Choose -

e Select Save.

e Then Select LDAP Configuration.
e Select on Add.

e Configure as required.

Evaluation period expires on 26/412019 [Last Login: Apeil 12, 2019 16:55:44 IST) [Administrator] Pr Health | Preferences | Logout

asSySt  prmm——

Inventory | Reports

LDAP Configuration
Configuraion

B Detautt User Role:
Configuration Name | LDAP RULE IMPORT

The defaut behaviour wil map all LDAP users to Users fole. Selecting a fole wil shvays map the users 1o the selected
role LDAP sync and local role changes wil not be preserved.
Default User Role | —choose—

LDAP Rule | User Import Rule
Organizational Unit | List
Organizational Unit

) prya_test

I new2122

Notiication

Buser status alort notification:
settings 10 get nolificaion on change of user statizs. Seting key - LDAP user status alert notification Category:

Notify On User Status Change/Task Finished ]

Incremental Sync Scheduler  @Enable  Obisable

Mourly Dsty Weekty Monthiy ®0nce

Oute [201804-12 1704 Pricety [1igh G incremental Sync Configuration:

Al users wit be nfiguration i created forthe irs 3
Retry Count [6 CTebed A 23 el 55 L UpGALS o 3513 VS o § Sy 00 Changed 5 O

300 the new users which are
Rotry Intorval [15 (Mins)
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e Select Next.

e Populate scheduler details.

Incremental Sync Scheduler ®Enable Disable
Hourty Daily Weekly. Monthly ®Once
Oote (707150412 1704 Priorty [Wigh B incremental Sync Configuration
Ty oot [1- A8 lusers will e fetched when coniguraton i crealed for the fst tme.Incremantal sync wil 0d e new Users which are
i created in AD as well as & wil updale the existing user mfo f anything got changed in AD.
Retry interval [15 ] owins)
Full Sync Schoduler ®Enatie  Disable
Mourty Daily. Weekly Monthly ®Once.
Dote [2019.04.42 17:04 Priocity [High B Fun Sync Configuration
Retry Count [0 Full sync wil mpor the users from the selected OU's and update all he user detals
Retry Interval (16 (ins)

e Select Save.
e Status of IT Automation Task can be tracked under IT Automation > Automation Tasks >
Automation Tasks Status.

26412019 [Last Login: April 12, 2019 17:47:06 1ST) [Ad

Create Automation Task

Task Category [ Al

View Automation Tasks

©

Automation Task Status

Name Joo Tate % of Completion % of Success
CMDB Configuraon Backup Allows 1o take Database backup 100 100
CMDB Data Backup Alows 1o take Database backup 100 100
Product Contiguration Backup Alows 1o take Database backup 100 100
Product Data Backup Allows 10 take Database backup 100 100
ServiceDesk Configuration Backup totake Database backup 100 100
SenviceDesk Data Backup 10take Database backup 100 100
LDAP RULE IMPORT_Import s 10 Import Users rom idap server 100 100
LDAP RULE IMPORT_RE SYNC_2 Allows 1o import Users from idap server [ 0
LDAP RULE IMPORT_Resync Allows to import Users from idap server 100 100
Compliance Caiculation Job Alows to perform IT and Software Compliance Cakculation 100 100

Page 1 | oft > e Oisplaying satus 1- 1001 10

Once complete you can verify that users that have been imported

o Navigate to Settings > User Management > Users.

expiros on 26/4/2019 [Last Login: April 12, 2019 17:47:06 IST] [Administrator] P

aSSYSt g ———

Users | Confiited Users | Addrtional User Info | Users Stats | Preferences Configuration | Organization Unit Tree | Logged In Users 15 »t

Show [ Active Users Action | —choose- Choose

[ Add | RoleAdd | Excelimport [ Password Policy |

O User ID Full Name Emai Address ColiNo Access Type Employes 10 Wing Telephons No

L amn Agminstrator - - Master Aamin - - -
AMCUSER AMCUSER - - User
narma charma dharma - User
mspadmin MSP Adminisrator Mastor Admin
mspengineer WMSP Engineer Master Adin
mspmanager WP Manager Master Admin
Schecuelobaierts ScheduleJobAlerts User
System System - - Master Admin - - -

Page [ 1 | of1 > Bou Displaying users 1-8 of 8

Note: Pre-Shipped users cannot be deleted
Sef-account cannol be deeted | bocked

Use Case 3 — Application Performance Monitoring for MySQL

¢ |nITOM navigate to Settings > Advanced System Settings > Password Vault Integration >
Password Vault.

e Select Add.

e Configure accordingly.
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April 12, 2019 17:51:01 IST

AXIiOS ®
a S SySt Home Fault Performance IT Automation Inventory Reports Settings

Password Vault

Profile Name * MySQL Profile

Description

250 characters remaining
Time Out * 2

Safe * I Axios_dev ‘

Object * | MySQL180 ‘

Folder* | root |

[ Save ] Cancel

e Select Save.

e Now configure the MySQL instance for performance monitoring.

¢ Navigate to Settings > Performance Monitoring > Application Performance.
e Select Add.

e Configure as required.

April 12, 2019 17:51:33 IST

AXIiOS €
a SSySt Home Fault Performance IT Automation Inventory Reports Settings

Applications

Resource Name |My5ql 9.100 ‘

Poller Category [Database Servers |

Poller Type [MySQL |

Poll Interval (Minutes)
Poll Status

Organization Unit | ROOT = PreShipped OU

Description

Password Vault | MySQL Proiile Ml AddVaultProfile |
Server Hostname/IP Address |172.16.9.100
Port (3306

Schema |(ims

Enable Custom Queries []

[ Test | Update | Cancel |

e Select Test to verify successful authentication.
e Select Save.

Results can be configured under Performance > Database.
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on period expires on 26142019 [Last Login: April 12, 2019 17:47:06 IST] [Administrator] Pr

syt T

Database Enterprise Synihetic Transackions Capacity Planning My Dashboard

Organization Unit  ROOT > PreShipped OU v Poller Type | Al v Name search &[5
Name Avatavity . Tye Resource Heath Last Pol Time Next Poi Time Aarms Emor Descripsion Pol Status
Mysd 9,100 . mysaL . 120419 05:51:48 PM 120419 055447 P - - 0
Page (1 | of1 2 Ecel Displayng node(s)resousce(s) 1- 101 1

Evaluation period expires on 26/4/2019 [Last Login: April 12, 2019 17:47:06 1ST] [Administrator] Pr

assyst

Database Enterprise _ Synthetic Transactions  Capacity Planning My Dashboard

Mysql 9.100 Resource Name | Mysdl 9.100 v §%Actions »

Timescale [ Last 3 Hous

Resource Information O Availability O Alarms .
Parameter Vale a
Resource Name Mysal9.100
Resource Type mysaL N
Server P 172169.100
Sarver Port 3306
Pollinterval 3min(s) [ oo
Last Polled At 20190412 175148 s
Avaitabitty .
Timascale a

4:52:51  2019-04-1215:30:20  2019-04-1215:33:52  2019-04-12 18:37:51  2019-04-12 15:48:08 201904 15:51:43 20190412 15:85:34  2019-04-12 15:5:59  2015-04-12 15:59:31
o ax g

10000 10000
@019.04-12 1751.47) (20180412 1751.47) 100.00

Use Case 4 — SMTP Settings

¢ InITOM, navigate to Settings > Advanced System Settings > Password Vault Integration >
Password Vault.
e Configure accordingly.
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April 12, 2019 16:58:17 IST

AXic
a S Sy S t Home Fault Performance IT Automation Inventory Reports Settings

Password Vault

Profile Name * | SMTP Configuration

Description

250 characters remaining
Time Out * 2

safe* | Avios_dev |

Object * [ OutiookTest123 |

Folder* | root |

e Select Save.
¢ Navigate to Settings > Advance System Settings > SMTP Settings.
¢ Configure accordingly.

Evaluation period expires on 26/4/2019 [Last Login: April 12, 2019 16:55:44 IST] [Administrator] Product Health | Preferences

assyst

Select mail service @) SMTP Exchange

SMTP Server | smtp-mail cutiook com

From Address | anuna chandrappa021@outiook com

From Address Display Tag ‘ aruna chandrappa021@outiook com

SMTP Port | 567

Authentication  [] SMTP server needs authentication

Password Vault [SMTP Configuation Add Vault Profile

isTLs [

isSSL ]

e Select Test to verify successful authentication.
¢ Select Save.

PARTNER CONTACT INFO
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Business Contact Name Laura Herr
Email Laura.herr@axiossystems.com
Tel +44 (0131) 220-4748
Technical Contact Name Paul McCulloch
Email Paul.McCulloch@axiossystems.com
Tel +44 (0131) 220-4748
Support Contact Name Axios Service Centre
Email support@axiossystems.com
Tel +44 (0131) 220-3600
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