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ASSYST ITOM OVERVIEW 

assyst ITOM is an enterprise solution for Network Discovery and Inventory Management, Endpoint 
Management, Software Asset Management and Performing Monitoring Capabilities.  

Version: 5 

assyst ITOM the application is installed on Windows Platform. 

 

 
 

KEY BENEFITS 

assyst ITOM is an enterprise solution which enables organizations to: 

• Reduce IT costs by aligning the purchasing of hardware and software with business demand. 
• Improve ROI of IT by maximizing the utilization of assets. 
• Avoid license fines. 
• Mitigate Software Security Risks & Avoid Breaches. 
• Minimize the risk and costs of unplanned IT service outages and downtime. 
• Ensure efficient service delivery by integrating with ITSM. 

One of the key benefits of integrating assyst ITOM with Secrets Manager is that it provides a secure 
solution in which any privileged IT account(s) required by assyst ITOM are managed by CyberArk, which 
is specifically designed to protect data residing in business systems by eliminating hard-coded 
credentials from application scripts, configuration files and software code. 

Several of our customers and prospects are already using CyberArk to help them adhere to their IT 
security policies for privileged IT accounts. Any application running within their IT environment which 
utilizes and/or stores privileged access accounts must be integrated with or managed by CyberArk. 
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As an IT Operations solution, assyst ITOM requires credentials which are classified as privileged 
accounts. Therefore, to be considered as a viable option for our customers and prospects Axios must 
integrate with CyberArk. 

The integration will address the needs of the following roles within an organization: 

• IT Security Mangers who must ensure that applications running within their organization which 
utilize or store privileged accounts are run and maintained in accordance with their IT security 
policies. 

• assyst ITOM Administrators and users who routinely need to access assyst ITOM to maintain 
the system or perform their day-to-day operations. 

 

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION 

 

SECRETS MANAGER INTEGRATION 

assyst ITOM is typically made up of a central application server, one or more probe servers for remote 
sites, and a separate database server. assyst ITOM can be installed on premise or in SaaS. Where the 
SaaS model is concerned, the central application server and Database server are in the cloud and the 
local collector (probe servers) are installed on the customers’ environment. 

Axios has developed a plugin for CyberArk. The plugin’s REST interface is a common interface for all the 
password vaults including CyberArk. The plugin queries CyberArk using CyberArk’s REST API or LCP based 
on the configuration and retrieves username and password from vault. Various assyst ITOM features 
which require credential information leverage the plugin’s REST interface. The plugin runs as a 
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standalone application which can be installed on any server as long as it has network connectivity to the 
assyst ITOM Server. The plugins’ web-services need to be allowed access from firewalls. 

 

CREDENTIAL RETRIEVAL 

There are various features in assyst ITOM which require credential information. For example, when an 
activity such as discovery or software deployment is triggered, it will leverage assyst ITOM plugin’s LCP 
configuration or REST interface. These types of IT Automation activities can be run on demand by the 
end user or on a scheduled basis. 

The required credential information is queried runtime from vault and the memory buffers are cleared 
after using this. None of the passwords will be stored in a local database. 

assyst ITOM’s agents (Windows, Linux and MAC) communicate to the ITOM server using a REST API. If 
any credential information is required by an agent, the communicating web service will leverage the 
CyberArk’s plugin’s web services. 

Agents don’t communicate to a plugin API rather; it will continue to communicate its conventional REST 
APIs. These conventional APIs will be responsible for obtaining the required information from the 
CyberArk Vault by talking to the CyberArk plugin’s APIs. 

 

SECRETS MANAGER INSTALLATION 

This integration supports both the local & central provider Secrets Manager providers. Refer to the 
“Credential Provider and ASCP Implementation Guide” or “Central Credential Provider Implementation 
Guide” for CyberArk Agent based installation and configuration. 

 

The following steps are required: 

1. Enable the Password Vault from the assyst ITOM application. 
2. Install the ‘assyst ITOM Password Vault Manager’ plugin on a server which has network. connectivity 

to the CyberArk Secrets Manager Server. 
3. Configure Password Vault Configuration in assyst ITOM. 
4. Configure corresponding profiles in assyst ITOM. 

 

1. Enable the Password Vault from the ITOM application UI: 
• In assyst ITOM, navigate to Settings > Advanced System Settings > Global Settings. 
• Search for ‘Password Vault Integration’. 
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c Enable the setting key to 1. 

 
c Select Update.  

 
c A new icon Password Vault Integration will be visible on the settings page: 

 
c This concludes enabling the Password Vault from the ITOM application UI. 
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2. Install the assyst ITOM Password Vault Manager plugin: 
• Right Select on Password_Vault_Manager_5.0 plugin. 
• Select Run as Administrator. 

 

 
• Select Yes. 
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• Select Next. 

 
• Select Next. 
• Configure Server Web Portal details as required and Select Next. 
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• Configure Web Portal Port Configuration details as required. 
• Select Next. 

 
• Select Finish. 
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• Once it is installed it will create a Service called ‘Password Vault Manager’. 

 
• This concludes Installing the ‘assyst ITOM Password Vault Manager’ plugin. 

 

The next step is only required if the customer is using the local credential provider assyst ITOM 
Password Vault Manager console. If the customer is using the local credential provider, the JAR File will 
need to be uploaded. 

The JAR File comes from Secrets Manager local credential provider installation. 

The JAR File connects to CyberArk vault to retrieve information (this is for security). 

• Open an internet browser. 
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o Enter the IP address or hostname of the server where the Password Vault Manager 
plugin has been installed following by “/PasswordVault/”.  
For example: 172.16.8.180.8087/PasswordVault/ 

c Enter the username and password: 
o Default credentials are “admin’/’admin”. 
o We strongly recommend that these are changed after plugin install. 

 
c Once authenticated this will bring you to the console where was can upload the JAR file: 

 
c From the Java SDK JarUpload section select Choose File. 
c Located the JavaPasswordsSDK.JAR file from the Secrets Manager local provider folder. 
c Select Open. 
c Then select Upload. 

 
c You will see a message to confirm the upload was successful. 
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3. Configure Password Vault Configuration: 
• In ITOM, navigate to Settings > Advanced System Settings > Password Vault 

Integration. 
• Select Password Vault Configuration. 
• Configure as required: 

o Enter the hostname of IP address of the Server where the plugin is installed. 
o Enter the port number. 
o If https was enabled during install of plugin, check https. 
o The Authentication Key or Authentication Token can be entered manually, or 

you can select the Generate button. 

 
• Select Save. 
• Back in the PasswordVault, perform a Cong re-load so that the Authentication Key and 

Authentication Token can be re-synced.  
For example: 172.16.8.180.8087/PasswordVault/ 

 
4. Configure corresponding profiles in the assyst ITOM. 

Note: Profiles in the CyberArk vault will need to be referenced as part of this activity. 
• Navigate to Settings > Advanced System Settings > Password Vault Integration > 

Password Vault. 
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• Select Add. 
• Populate the required details accordingly: 

o Safe, Object and Folder details should reflect those configured in the CyberArk 
Vault. 

o Folder will be root by default unless the Profile in CyberArk vault has been saved 
elsewhere. 

 
• Select Save. 
• Now create a standard discovery profile in ITOM. This is the first step required when 

discovery any devices or applications in ITOM i.e. setting up the credentials which will 
be used during the network scan process. 

• Navigate to Settings > Asset and Inventory Management > Profile Manager. 
• Select Add. 
• Configure as required, selecting the corresponding profile in CyberArk from the 

Password Vault drop down. 

 
• Populate as required. 
• Select Save. 
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SECRETS MANAGER CONFIGURATION 

The following sections provide details on assyst ITOM configuration with CyberArk Secrets Manager. 
 

DEFINING THE APPLICATION ID (APPID) AND AUTHENTICATION DETAILS  

To define the application, define it manually through the CyberArk Password Vault Web Access (PVWA) 
interface: 

c Log in as user allowed to manage applications (it requires Manage Users authorization) 
c In the Applications tab, click Add Application. The Add Application page appears. 
 

 
c In ITOM, navigate to Settings > Advance System Settings > Password Vault Integration.  

• On the right-hand side, select settings and populate the App ID to reflect that which was 
configured in CyberArk. 

 
• Select Update. 

c Specify the following information:  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• In the Name box, specify the unique name (ID) of the application. The recommended 
Application ID for this integration is: Axios_assystitom 

• In the Description box, specify a short description of the application that will help you 
identify it.  

• In the Business owner section, specify contact information about the application’s business 
owner.  

• In the Location box, specify the location of the application in the Vault hierarchy. If a 
location is not selected, the application will be added in the same location as the user who is 
creating this application. 

 
c  Click Add. The application is added and is displayed in the Application Details page.   

 

 
 

c Check the Allowing extended authentication restrictions box. This enables you to specify an 
unlimited number of machines and Windows domain OS users for a single application.   

c Specify the application’s Authentication details. This information enables the Credential 
Provider to check certain application characteristics before retrieving the application password.  

c In the Authentication tab, click Add. A drop-down list of authentication characteristics is 
displayed.   

c Select the authentication characteristic to specify.  

c Select OS user. The Add Operating System User Authentication window appears. 

 
c Specify the name of the OS user who will run the application, then click Add. The OS user is 

listed in the Authentication tab. 
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c Select Path. The Add Path Authentication window appears. 

 
c In the Path box, specify the path where the application will run. To indicate that the specified 

path is a folder, select Path is folder. To allow internal scripts to retrieve the application 
password for this application, select Allow internal scripts to request credentials on behalf of 
this application ID. 

c Click Add. The Path is added as an authentication characteristic with the information that you 
specified. 

 

c Specify a hash: 

• Run the AIMGetAppInfo utility to calculate the application’s unique hash. Copy the hash 
value that is returned by the utility. 

• In the PVWA, select Hash. The Add Hash window appears. 

 
• In the Hash edit box, paste the application’s unique hash value, or secify multiple hash 

values with a semi-colon.  You can add additional information in a comment after each hash 
value specified for an application by specifying ‘#’ after the hash value, followed by the 
comment.  
For example, OE883B7OD5B6E3EE37D37198049C9507C8383DB6 #app2 
Note: The comment must not include a colon or a semicolon. 

• Click Add. The Hash is added as an authentication characteristic with the information that 
you specified. 

c Specify the application’s Allowed Machines. This information enables the Credential Provider to 
make sure that only applications that run from specified machines can access their passwords.   

• In the Allowed Machines tab, click Add. The Add allowed machine window is displayed.   



16 
 

 
• In the Address box, specify the IP/hostname/DNS of the machine where the application will 

run and will request passwords, then click Add. The IP address is listed in the Allowed 
Machines tab.     

Make sure the servers allowed include all mid-tier servers or all endpoints where the Secrets 
Manager Credential Providers were installed. 
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PROVISIONING ACCOUNTS AND SETTING PERMISSIONS FOR APPLICATION ACCESS 

For the application to perform its functionality or tasks, the application must have access to particular 
existing accounts, or new accounts to be provisioned in CyberArk Vault.  

In the Password Safe, provision the privileged accounts that will be required by the application. You can 
do this in either of the following ways:   

• Manually – Add accounts manually one at a time, and specify all the account details.   
• Automatically – Add multiple accounts automatically using the Password Upload feature.  

 For this step, you require the Add accounts authorization in the Password Safe.  

For more information about adding and managing privileged accounts, refer to the Privileged Access 
Security Implementation Guide. 

 

Once the accounts are managed by CyberArk, make sure to setup the access to both the application and 
CyberArk Application Password Providers serving the Application. 

Add the Credential Provider and application users as members of the Password Safes where the 
application passwords are stored. This can either be done manually in the Safes tab, or by specifying the 
Safe names in the CSV file for adding multiple applications. 

c Add the Provider user as a Safe Member with the following authorizations: 

• List accounts 

• Retrieve accounts 

• View Safe Members 

Note: When installing multiple Providers for this integration, it is recommended to create a 
group for them, and add the group to the Safe once with the above authorization. 
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c Add the application (the APPID) as a Safe Member with the following authorizations: 

• Retrieve accounts 
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c If the Safe is configured for object level access, make sure that both the Provider user and the 
application have access to the password(s) to retrieve. 

For more information about configuring Safe Members, refer to the Privileged Access Security 
Implementation Guide. 

 

 

ASSYST ITOM INSTALLATION & INTEGRATION CONFIGURATION 

Refer to assyst ITOM installation document for assyst ITOM installation. 
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Use Case 1 - Creating Windows Domain Account 

Note: Profiles in the CyberArk vault will need to be referenced as part of this activity. 

• Navigate to Settings > Advanced System Settings > Password Vault Integration > Password 
Vault. 

 
• Select Add. 
• Populate the required details accordingly. 

o Safe, Object and Folder details should reflect those configured in the CyberArk Vault. 
o Folder will be root by default unless the Profile in CyberArk vault has been saved 

elsewhere. 

 
• Select Save. 
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Now create a standard discovery profile in ITOM. This is the first step required when discovery any 
devices or applications in ITOM i.e. setting up the credentials which will be used during the network scan 
process. 

• Navigate to Settings > Asset and Inventory Management > Profile Manager. 
• Select Add. 
• Configure as required, selecting the corresponding profile in CyberArk from the Password Vault 

drop down.  

 
• Populate as required. 
• Select Save. 

Now that the credential profile is created, we will setup a discovery scan in ITOM: 

• Navigate to Settings > Asset and Inventory Management > Discovery Profiles and Wizard > 
Add. 

 
• Configure Exclusion and DHCP Profiles if required. 
• Select correct credential profile. 
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• Select Next. 
• Select Once for the schedule. 

 
• Save Configuration using a unique name. 
• Select Save. 
• New devices will appear under Discovered Nodes. 

 
 

Use Case 2 - Active Directory User Import 

• In ITOM Navigate to Settings > User Management > User Management > AD and LDAP 
Authentication > LDAP Rule Configuration > Add. 

• Configure the rule as required: 
o Produce LDAP Rule Name. 
o Credential Profile which corresponds with correct CyberArk Vault profile. 
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o Hostname/IP Address of LDAP server. 

 
• Select Save. 
• Then Select LDAP Configuration. 
• Select on Add. 
• Configure as required. 
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• Select Next. 
• Populate scheduler details. 

 
• Select Save. 
• Status of IT Automation Task can be tracked under IT Automation > Automation Tasks > 

Automation Tasks Status. 

 
Once complete you can verify that users that have been imported 

• Navigate to Settings > User Management > Users. 

 
 

Use Case 3 – Application Performance Monitoring for MySQL 

• In ITOM navigate to Settings > Advanced System Settings > Password Vault Integration > 
Password Vault. 

• Select Add. 
• Configure accordingly. 
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• Select Save. 
• Now configure the MySQL instance for performance monitoring. 
• Navigate to Settings > Performance Monitoring > Application Performance. 
• Select Add. 
• Configure as required. 

 
• Select Test to verify successful authentication. 
• Select Save. 

Results can be configured under Performance > Database. 
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Use Case 4 – SMTP Settings 

• In ITOM, navigate to Settings > Advanced System Settings > Password Vault Integration > 
Password Vault. 

• Configure accordingly. 
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• Select Save. 
• Navigate to Settings > Advance System Settings > SMTP Settings. 
• Configure accordingly. 

 
• Select Test to verify successful authentication. 
• Select Save. 
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